IHamsaTka 1st ydammxcss 00 HHPOPMALMOHHOM 0€30MACHOCTH

Komnbrorepabie BUpyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBLHOU
0COOEHHOCTBIO KOTOPOH SBIETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue k 3ToMy,
BUPYCHl MOTYT TOBPEAMTb WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl H  JaHHBIE,
IOJKOHTPOJIbHBIE T0JIb30BATEI0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)KeHHas IporpaMmma,
a TaKXKe TMOBPEIUTh WIM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
nesioM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOI[BI 3alUTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Wcnonb3yii COBpEMEHHBIC OIEpAIlMOHHBIC CHUCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3alIUThI OT BPEJAOHOCHBIX MTPOTPAMM;

2. TlocrossHHO ycTaHaBnMBail mautu (UM(GPOBBIE 3aMJIATKU, KOTOpPHIE aBTOMAaTHYECKH
YCTAHABJIMBAIOTCS C IENbI0  JO0pabOTKM MporpamMMbl) ¥ JPYrHe OOHOBJIGHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunuaibHoro caita pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PabGoraii Ha cBOEM KOMIIBKOTEPC IO IIpaBaMM I10JIb30BATCIIA, 4 HC aJMHHHCTPATOpA.
9TO HE IO3BOJIUT 6OJ'IBH_II/IHCTBy BPpCAOHOCHBIX IIpOIpaMM HMHCTAIMPOBATLCA Ha TBOCM
NEPCOHAJIBHOM KOMIIBIOTEPC,

4. Wcnonp3yil aHTUBHUPYCHBIE NMPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENU MH(pOpMAIMU, Takue Kak (iemka, AMCK uiau ¢aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiiIbl, TOJyUYEHHBIE U3 HEHA/IEAKHBIX UICTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HaKOMbIH. Jlydllle yTouHM y HEro, OTIPaBJIsUI I OH Te0e UX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnanus 3apeructpupoBania Openn "WECA", yto o0o3Hauaio
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoaNTCS Kak "OeCIpOBOIHAS TOYHOCTH'".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBO TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Jla, OecraTHBIA MHTEPHET-IOCTYN B Kade, OTENSX U a’pomnopTax SBISIETCS OTIUYHON
BO3MOXXHOCTBIO BBIX0JIa B MHTEpPHET. HO MHOTHE KCIIEPTHl CYUTAIOT, YTO O0IIe0CcTyTHbBIe Wi-
Fi cetu He saBnsaroTCs O€30IIaCHBIMU.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 00 0CTYTHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro JHUuYHYHO HHpoOpMamuio dYepe3 odOmenoctynusie Wi-Fi cern.
PaboTast B HUX, jKeaTenbHO He BBOAUTH IMAPOJIH JOCTYIA, JOTHHBI U KaKhe-TO HOMEpa;



2. Wcnonb3yit 1 OOHOBIISA aHTHBUPYCHBIE MpOrpamMMbl M OpaHmMayep. Tem caMbIM ThI
o0e3omacuiib cedsi OT 3aKaYyKH BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHas (yHKOMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPBIC MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B padoTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI mist mepemaun TWYHBIX NaHHBIX, HAMpUMEp IS
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yil Tonbko 3ammineHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoau UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢pyakuuo "Tloakmrouenue k Wi-Fi aBromatnyecku.
He nomyckait aBTOMaTn4eckoro MmoAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CouuajbHbIe CeTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKW3Hb, MHOTHE JIOAU PabOTAIOT U KUBYT TaM
oCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIMAp] YEJIOBEK, YTO SIBISETCA OJHOU
CeIbMOI BCEX JKUTENICH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHWMAIOT, YTO WH(pOpMAIHs,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJieHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHSIMHU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIIMAJIbHBIX CCTAX!

1. Orpanuup crnucok apy3eid. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYIO JIMYHYIO HMH(pOpMaIMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBECTHU KAHUKYJIbI;

3. 3ammiail cBOIO peryTaluio - JAepKU €€ B YUCTOTE M 3ajiaBail cebe BOIpOC: XOTel Obl
ThI, YTOOBI IPYrUe MOJIb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [Togymail, mpexae 4eM uTo-To
OIyOJIMKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecau ThI roBopuiib € JIOAbBMH, KOTOPBIX HE 3HACIIb, HC I/ICHOJ'IB3YI7I CBOC pCAJIbHOC UM
" IPYT'YIO JINYHYIO I/IH(pOpMaLII/II/IZ HUMsI, MCCTO XKHUTCJIILCTBA, MECTO yLIC6LI " IpoUce;

5. N36erait pasmemenus portorpaduii B IHTEpHETE, TIe THI M300pakeH Ha MECTHOCTH, TIO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu peructpanuui B COIMATBLHON CETH HEOOXOJIMMO HCIIOJIH30BATH CIIOXKHBIE MAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. JIns conuanbHOW CETH, MOYThI U APYTHUX CANTOB HEOOXOIUMO HUCIOJBb30BATh Pa3HbIC
naposii. Toraa eciu Te0s B3JIOMAKOT, TO 3J0YMBINUICHHUKH TOIYyYaT JTOCTYIl TOJIBKO K OJHOMY
MECTy, a He BO BCe cpasy.

JJIeKTPOHHBbIE 1eHbIH

DNEeKTpPOHHBIC JEHBIU - OTO OYCHb YJAOOHBINH CIOCOO IUIaTexekl, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpLIe XOTAT HOJIY‘II/ITB 3TU NCHBI'U.

SHCKTpOHHBIe JCHBI'M TIOABHIIMCH COBCEM HEAABHO W HMMEHHO H3-3a O3TOrO BO MHOTI'HUX



rocyaapCTBax A0 CUX IMOP HC NPOMNHUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIesioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH omepanuu 0e3 wuIeHTUUKALUK T[O0Jb30BaTeNnsi, a B
HEAaHOHWMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS SABISETCS 00sI3aTEIILHOM.

Taxxke crnenyer pa3nuyarh JJIEKTPOHHbIE (pUaTHBIE AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(PHUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTh JOCTYN K cyery. lIpuBsizaHHBI TenepoH MOMOXKET, eciu 3adynelb CBOU
TJIATEKHBIN [MAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HCHOHB?»Yﬁ OJIHOPA30BLIC ITApPOJIH. ITocne nepexoaa Ha yCUJICHHYIO aBTOPU3alUIO TeOE
YiKC HE 6y,Z[CT YIrpoKaTb ONMACHOCTL KPaK! WJIH IIEPEXBATA IIATCIKHOI'O MAPOJI;

3. Beibepu cnoxHbIit mapois. [Ipectynmankam OyaeT HE MPOCTO YraaaTh CIOKHBIA MapoJib.
Hanexxnble maposin - 3TO Mmapoiu, KOTOPhIE COAEpKaT HE MEHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U MPONHUCHBbIE OYKBBI, HUGPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HaK Jojiapa,
¢byHTa, BoCKJIMIIATeIbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.
JIeKTPOHHAS MOYTA

ONEeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M MPEJOCTABISEMBIE €10 YCIYTU II0 MEPECBUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLIEHHM, KOTOpBIE paclpeAessiioTcs B KOMIBIOTEPHON CETH.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SAIMIMK  BBIJISIIUT — CHEAYIOUMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takxke KpoMme Tepefauyd TMpOCTOro TEKCTa, HMEeTCs
BO3MOYKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe € ANEKTPOHHON TOUTOM:

1. Hago BeIOpaTh npaBWJIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE €cThb OrpOMHBIN BBIOOP
OecraTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle OBEPATh TE€M, KOTO 3HAEUIb U KTO NEPBHIN B
pEUTHUHTE;

2. He yka3pIBail B JMYHOM MouTe JW4YHYI0 HHpopMmanuio. Hampumep, nmydiie BbIOpaTh
"My3bIKaibHbIN _(aHaT@" uan "pok2013" BMecTo "Temal3";

3. Ucnonp3yil IBYX3TaHYK aBTOPU3ALMIO. JTO KOT/Aa MOMHMO IMApOJs HY>KHO BBOAUTH
KOJI, TpUChIIaeMbIi 110 SMS;

4. BpiOepu CIOXHBIA Taposb. J[msg KaXaoro MmouyTOBOIO SIIMKA JOJDKEH OBITh CBOM
HaJCKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTp BO3MOMKHOCTh HANMCATh CAMOMY CBOW JIMYHBIM BOMIPOC, MCHOJIB3YH 3TY
BO3MOKHOCTB;

6. Mcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIN A 4YacTHOM NEpEnucKu C
azpecaTamMH, KOTOPBIM TbI JOBEpsCHIb. JTO 3JICKTPOHHBIM aIpec HE HAJO HCIIONIB30BaTh IIPU
peructpanuu Ha Gpopymax u caiTax;



7. He oTkpbIBaii (aitibpl U Ipyryue BIOKEHUS B MUChMax, JaKe €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIH JIU OHU TeOe 3T (paiiisbl;

8. Ilocne okoHYaHUs PaOOTHI HA MTOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKIIAJKUA C CAUTOM
He 3a0y1bp HaKaTh Ha "BeiidTu".

KubepOyJIMHT WM BUPTYAJIbHOE U31eBATEJIbCTBO

KubepOymauHr - npeciiejoBaHle COOOIIEHUSIMHU, COACPKAIIUMU OCKOPOJICHUS, arpeccutio,
3aIyTUBAaHNE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTUPOBAHHME C TIOMOIMIBIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PBOE ¢ KUOSPOYIITHHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: TOCOBETOBAThCS KakK ceOsl BECTH U, €CITM HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$[, TO BHa4aJI€ YCIIOKOUTLHCA. Eciu TBH HayHemb oOTBEYaTh
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIE Pa30kKKelb KOHMIHUKT;

2. Ypasinsdii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTH B CETH MHUMas. CYIJ_[CCTBYIOT CII0COOBI BBISICHHUTB, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTraHCKUI 00pa3 BUPTyaJbHOM KU3HU. VIHTEpHET (uKcHpyeT Bce
TBOU JICHCTBUS U COXPAHACT UX. Y IAIUTh UX OyAET KpailHe 3aTpyIHUTEIBHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalniaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B nporpammax 0o0MEHAa MTHOBEHHBIMH COO6H.[€HI/I$IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKU COO6IJ.I€HPII>1 C OIIPCACIICHHBIX aAPCCOB;

8. Ecim Tl cBuzmerens kuOepOyiuHra. TBOM JEHCTBHUS: BBICTYNUTH IPOTUB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACUCTBHs OLEHUBAIOTCA HETaTUBHO, MOIIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrMYecKas IIOMOUIb, COOOIIUTH B3POCHBIM O (haKre
arpecCUBHOIO IOBEJCHUS B CETH.

MoonabHblii Tes1ed)oH

CoBpemeHHble cMapT(OHBI U TUIAHILIETHI COJEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U TElepb OHH MOTYT KOHKYpPUPOBaTh CO CTAallMOHApHBIMM KOMIIbOTepamu. OJHAKO, CPEACTB
3alUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa OueHb Masio. TecTMpoBaHUE M MOUCK YS3BUMOCTEH B
HUX IPOUCXOIUT HE Tak WMHTeHCUBHO, Kak 1y IIK, To xe camoe kacaercs W MOOMJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTHUECKHU JOTHATH HACTOJBHBIC aHAJIOTH,
OJIHAKO pacmupeHne (yHKIMOHANa BjeYeT 3a Co00H OONBIIYI0 CIOKHOCTh M MEHBIIIYIO
3aIUIIICHHOCTb.

Jlaneko He Bce MPOU3BOAMTEIM BBITYCKAIOT OOHOBJICHHMS, 3aKpPbIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOHMIIBHOTO TeJedoHa:



Huuero He siBnsieTcss mo-HacrosiiemMy OecruiaTHBIM. Byns ocTopokeH, Beab Korja Tede
npeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIaTHBIC YCIIYTH;

Hymaii, mpexxae yem oTnpaBuTh SMS, poTo mnmum Buaeo. Tol TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUIIBHBIX TeNE(OHOB;

He 3arpyxail nmpuinoXeHus OT HEU3BECTHOIO MCTOYHMKA, BEIb OHU MOTYT COJEpPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecrieYeHUE;

[Tocne Toro kak THl BBIAACIIb C caiiTa, IZle BBOAWI JHYHYIO HH(GOpMAIUIO, 3aiiiu B
HACTpOIKM Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHC IVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOEM HOMCECPCE,

JlaBaii cBoil HOMep MOOUIBLHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth gomken ObITH BBIKIIIOUEH, KOTJA Thl UM HE Mojb3yeuibcs. He 3a0piBaii nHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAHH-UTPBI - 3TO KPAacOYHbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIal0TCs IPYT € APYTOM, BBIMOJHSIOT 3a/laHUs, CPAXKAKOTCSI ¢ MOHCTPAMH U MOJYYaroT OIBIT.
3a YIOBOJILCTBHE OHHU IIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT a0OHEMEHT MM IpUOOpEeTaroT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uIyT Ha TOAAEpKAHME M DPA3BUTHE UIPHl, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCSA CHCTEMbl AaBTOPHM3AI[MM, BBIMYCKAIOTCS HOBBIE NaTuu
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT oOIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAHA CUCTEMaA aBTOPU3ALIUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IaCHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroil urpok BeneT ceds MIOXO WM CO3/1aeT Tebe HeMpUATHOCTHU, 3a0J0KUPYH
€r0 B CITUCKE HUTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOpPAaM UI'PBI HA IIJIOXOC IMMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUJAC CKPHUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeouIIMaIbHBIE TTATYU H MOJBL;

6. Mcnionp3yil CII0’KHBIE U pa3HbIE apOJIy;

7. Jlaxke BO BpeMsi WUIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Thl Wrpaemib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.



@OUIIMHT UJIH Kpaxa JUYHbIX JaHHbIX

OObIUHON Kpakell JeHer W JOKYMEHTOB CEroJIHSd YK€ HHUKOrO HE YIWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUW 3JIOYMBIIIJIEHHUKH TEPEMECTWINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" J1ETIOM.

Tak mosiBUJIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DHUILUHT, TJIaBHAS LIEJTb
KOTOPOTO COCTOHMT B IOJYYEeHUH KOH(DUIACHIMAIBHBIX TAHHBIX IOJb30BATENeH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas yoBis,
password - mapoJib).

OcHOBHBIE COBETHI IO 60PHOE ¢ PUIIMHTOM:

1. Cnemu 3a cBOMM akKayHTOM. Eciu ThI Mo03peBaeiiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoB U IMOUCKOBBIX
cHCTEM;

3. Wcnonb3yil clIOXKHBIE U pa3Hble Mapoiu. TakuM oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JIOYMBINUJICHHUKHW ITOJYYaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(bI/IJ'IIO B C€THU, a HC KO BCEM,

4. Ecin Tebs B3JIOMaJId, TO HeO6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
,I[O6aBJ'IeHI>I y T€OS B APY3biaX, O TOM, YTO Te0s B3JIOMAaIn H, BOBMOXHO, OT TBOCTO HMCHH 6yI[eT
PacCblIAaTHCA CIIaM U CCBLJIKHU Ha (1)I/IHII/IH1"OBI)IG CaﬁTLI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBaii (aitiibl U Ipyrye BIOKEHUS B MIChMaX, JaKe €CITU OHU MPHUIILIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISUIN JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

[udposas penyrauusa - 3TO HeraTHBHas WIM MO3WTUBHAs MH(poOpMalus B cetu o Telde.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3uThCs Ha TBoeH peasibHOM ku3HU. "lludposas penyranus" - 3To TBOW MMHIK, KOTOPBIN
dopmupyetcst u3 nHpopMaIMK O Tebe B MHTEPHETE.

TBoe MecTo KuTeNbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noapoCTKHU JETKOMBICIEHHO OTHOCATCA K IYOJMKAllMU JTUYHON MHGpOpManuu B
WuTepHere, He MOHUMAasi BO3MOKHBIX MOCNEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTajla IPUUYNHON OTKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pasmenienue toux (otorpaduii u apyrue AeMcTBUs MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yAaauIlb. Thl He 3Haelllb, KTO COXpPaHWI 3Ty HH(OpMAIHIO, IToTana
JM OHA B IOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJIABHOE: YTO MOAYMAalOT O Tebe
OKpY’Karollue JIOAHU, KOTOpble HAIyT U yBUAAT 3T0. Hailtu nH(popmanuio MHOro JET CIycTs
CMOXeT JII000# - Kak U3 JO0OphIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. DTO
MOKET OBITh KTO YT'OJTHO.



OCHOBHBIE COBETHI IO 3aITUTE ITUGPOBOM pEITyTaIUH:

1. IMoxymaii, mpexae yeM 4YTO-TO MyOJIMKOBaTh W IepeaaBaTh y ceds B Oyiore wid B
COIIMAILHOM CETH,

2. B Hactpoiikax npoduiisi yCTaHOBH OTpaHHYCHHsI HA MPOCMOTP TBOETO MPOQUIS U €ro
COAEP)KUMOTO, CIIeai ero TOJbKO "I apy3en";

3. He pa3meniaii u He yka3biBail MH(OpMAIMIO, KOTOpas MOXKET KOT0-THO0 OCKOpOISATH
WA OOMKATh.

ABTOpCKOE IPaBoO

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE TOJIb30BaTENN U(poBoro npoctpancTsa. OgHaKo
JIaJIeKo He BCe 3HAIOT, YTO IOJb30BaHHE MHOTMMH BO3MOYKHOCTSMH IM(POBOrO MHpa TpedyeT
coOII0ICHMSI TTPaB HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmMun "WHTEIUIEKTyanbHass COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHHSIM
YEJI0BEUECKOr0 yMa, HAauMHasi ¢ HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIyrd, U 3aKaHyuBas KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha WHTEJUIEKTYyaJlbHYIO COOCTBEHHOCTh Ha MPOMU3BEIECHUS
HayKH, JIMTEPATypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAUE€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyaeT HANpacHBIM, ACT €My CHpaBeIIUBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPpyZa, HOJIYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 IPOU3BEIEHUE, PACTIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIOPTHPOBATH, IyCKaTb B IPOKAT, IMyOJIMYHO
UCIIOJIHSAT, IOKa3bIBATh/UCIIONIHATE B AQUpe WiK pazMeniath B UHTepHeTe.

Hcnons3oBaHue "HI/IpaTCKOFO" nporpaMMHOTO o0ecrieyeHUsT MOKET MNpUBECTH K MHOT'UM
puckam: OT HNOTCPHU HAHHBIX K TBOUM dKKAyHTaM 10 6J'IOKI/IpOBKI/I TBOCT'O YCTpOﬁCTBa, rac
YCTAHOBJICHA HECJICTAJIbHAA IIporpamMma. He crout taxxke 3a6I>IBaTI>, 4TO CYIICCTBYIOT JICTAJIbHBIC
1 OecCIIaTHBIC IIporpaMmabl, KOTOPBIC MOKHO HalTH B CETH.

O nopraJe

CereBnuok.p¢ - TBOH TJaBHBIH COBETYMK B CETH. 37eCh Tbl MOXeEIIb Y3HaTb O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUH KPUTHUYECKOU
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe MPHUHATh y4acTHE B KOHKYpCaX M CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !



